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AVEVA Standard AI Terms 

1. Definitions 

“AI Deployer” means an organization that uses products or services incorporating AI Systems. 

“AI Incident” means any event, circumstance, or series of events where the development, 
deployment, or malfunction of one or more AI systems directly or indirectly result in any of the 
following: (1) injury or harm to the health of an individual or group of individuals, (2) disruption of 
the management and operation of critical infrastructure, (3) significant financial loss or economic 
impact, serious harm to property, to communities or to the environment, (4) violation to human rights 
or a breach of obligations under applicable law intended to protect fundamental, labour and 
intellectual property rights. 

“AI Lifecycle” means an evolution of AI Systems, product, service, project, or other human-made 
entity, from conception through retirement. 

“AI Management Program” means written policies, procedures and instructions that ensure 
compliance with AI Regulations, including (1) the traceability and accountability of an AI System, 
(2) appropriate data governance within the systems, including human supervision and validation, 
as the case may be by an expert, for training data, so to address risks of Biases and so that the AI 
System Inputs and Outputs are properly permissioned, lawful, and appropriate for the purposes for 
which they are provided, (3) appropriate security measures, and (4) appropriate risk management, 
including identification and management of reasonably foreseeable risks, including the risk of 
algorithmic discrimination, that should conform, if applicable, with the requirements in Appendix 1A. 

“AI Model” refers to a computational representation of a function, logic, or knowledge within AI 
Systems that process input data to generate output data. Examples of AI Models include, but are 
not limited to, knowledge graphs, decision trees, neural networks, and deep learning networks. 
These models are trained using algorithms and data to perform tasks such as classification, 
prediction, and content generation. AI Models shall notably include, without limitation, Machine 
Learning models and computer vision models. 

“AI Provider” means an organization that develops and/or provides products or services that use 
one or more AI Systems and/or General-Purpose AI Models, including Generative AI Models 
(whether its own or that of a third party). 

“AI System” means a machine-based system that is designed to operate with varying levels of 
autonomy and that may exhibit adaptiveness after deployment, and that, for explicit or implicit 
objectives, infers, from the input it receives, how to generate outputs such as predictions, content, 
recommendations, or decisions that can influence physical or virtual environments  

“AI Regulations” means any applicable laws or regulations that apply to an AI System provided, 
imported, distributed or deployed by Supplier and used in connection with Supplier’s provision of 
Software and/or Services hereunder, including without limitation Regulation (EU) 2024/1689 of the 
European Parliament and of the Council dated 13 June 2024 and the related guidelines issued by 
any relevant authority such as the European Commission and/or the European AI Office (together, 
the “EU AI Act”). 

“AVEVA Data” means data (including Input Data and Output Data) or information submitted to 
Supplier or the Software/Service (including the AI System) by AVEVA (or on its behalf) as may be 
applicable 

“Bias” means a systematic difference in treatment of certain objects, people, or groups in 
comparison to others. Bias can arise from various sources, including but not limited to, the data 
used to train AI Models, the algorithms employed, and the design choices made during the 
development of AI Systems. Bias can lead to unfair, discriminatory, or inaccurate outcomes.  
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“Generative AI (GenAI)” refers to a category of artificial intelligence technologies that are designed 
to generate new content based on patterns and data relationships identified during training. This 
technology can produce various types of content, including but not limited to text, images, audio, 
and videos, in response to user input or prompts, Generative AI Systems leverage advanced AI 
Models, such as neural networks, to create outputs that mimic human like creativity and problem-
solving abilities. 

“High-Risk AI System” means any AI System that is regulated as a “high risk AI system” by the 
EU AI Act or other AI Regulations. 

“Input” means any data including without limitation prompts, queries, documents uploaded for 
analysis, any information, reports, analyses, documents, and any visual, textual or audiovisual 
content provided by AVEVA and/or User to the AI System. 

“Machine Learning” refers to a broad set of techniques to train a computer to learn from its inputs, 
using existing data, and one or more “training” methods, instead of being explicitly programmed. 

“Output” means any data, information, reports, analyses, models, predictions, or other results 
produced by the AI System during its operation in accordance with the terms of this Agreement.  

“Software and/Service” means the software and/or services provided to AVEVA by Supplier under 
the Agreement 

“Training Data” means the data or collection of data, including but not limited to text, images, audio, 
or numerical data, used to train an AI System or an AI Model.     

“Unacceptable Risk AI System” means any AI System using any prohibited practices as defined 
by (i) the EU AI Act, and/or (ii) any other AI Regulation. 
 
“General-Purpose AI Model” means an AI Model that displays significant generality and is capable 
of competently performing a wide range of distinct tasks. General-Purpose AI Models notably 
include Generative AI Models. 

“Use case” means the specific purpose of the AI Systems and/or Services and/or Software using 
AI   

2. Provision of AI Systems 

2.1. Supplier shall obtain AVEVA’s written approval prior to any use of AI to provide Services and/or 
Software to AVEVA or to process/use AVEVA Data.  Supplier shall designate a named point 
of contact for all AI-related inquiries, incidents, and cooperation requests, and shall 
communicate this within 10 business days of execution of this Agreement. 

2.2. The terms of this Schedule shall apply to the provision of any AI System provided by Supplier 
to AVEVA. In respect of such supply Supplier shall: 

a. provide to AVEVA all relevant information regarding the relevant AI Systems. 

b. comply with any applicable obligations under the AI Regulations in its capacity as AI 
Provider, and its obligations under this Agreement. 

c. provide AVEVA with clear instructions for deployment of the AI System, which shall include 
information regarding authorized and unauthorized Use Cases. 

d. reasonably assist AVEVA to comply with its obligations as a Deployer of the AI System, 
including as needed to conduct required risk assessments, demonstrate compliance with 
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applicable laws, and respond to requests concerning AI Systems received from individuals, 
customers or authorities. 

3. AI Management Program 

Supplier warrants that:  

3.1. to the extent the concerned AI Systems is developed by Supplier, Supplier has implemented 
an appropriate AI Management Program; or  

3.2. to the extent Supplier is using and/or providing a third-party AI System, Supplier has conducted 
reasonable and appropriate due diligence on said AI System and has obtained appropriate 
contractual warranties with concerned third parties to confirm the AI System was developed 
pursuant to an appropriate AI Management Program. Supplier shall provide evidence of the 
same at AVEVA’s request.    

4. Unacceptable Risk AI System 

Supplier shall not use any Unacceptable Risk AI System and/or any component of an Unacceptable 
Risk AI System in relation to the provision or the delivery of the Software and/or Services provided  
to AVEVA. 

5. High-Risk AI System 

5.1. Supplier shall not provide to AVEVA (i) High-Risk AI System(s) as a part of or a component of 
the Software; and/or (ii) Services using High-Risk AI System(s);  

5.2. In any event, throughout the term of this Agreement, Supplier shall notify AVEVA in writing 
upon becoming aware of or if it has reasonable suspicion that, due to any change of 
circumstances, the Software and/or Services may include High-Risk AI Systems. Upon receipt 
of such notification, AVEVA shall have the right to (a) request further information or clarification 
regarding the concerned AI Systems; (b) require Supplier to implement specific measures as 
agreed and/or (c) terminate or suspend the concerned Software and/or Services, by written 
notice and with immediate effect. 

5.3. Should AVEVA expressly agree to the provision by Supplier of High-Risk AI Systems, Supplier 
shall: 

(a) Comply, as a minimum, with the additional requirements defined in Appendix 1A - Additional 
Requirements for High-Risk AI Systems; and 

(b) Provide AVEVA with the instructions for use and appropriate documentation, which shall include 
at minimum all complete information required by the AI Regulations, including without limitation: 
AI Risk Assessment, transparency and explainability documentation, security-related 
requirements and proof of registration with relevant governmental authority.  

6. Use of AVEVA Data 

6.1. All Input and Output constitute AVEVA’s confidential information, regardless of how they are 
classified under any other provision of this Agreement 

6.2. Supplier shall not access, review, monitor, or use Input or Output except to the extent strictly 
necessary for (a) automated safety and abuse filtering (without human review); (b) where 
required by applicable law or regulation; (c) with AVEVA’s prior written consent for a specific, 
identified purpose (such as troubleshooting a reported issue.  Where human review of Input 
or Output is performed, Supplier shall: (a) limit access to the minimum number of authorised 
personnel necessary; (b) ensure such personnel are bound by obligations of confidentiality at 
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least as protective as those in this Agreement; and (c) notify AVEVA promptly (to the extent 
permitted by law). 

6.3. To the extent that the AI System processes Personal Data, such processing shall also be 
governed by the Data Processing Agreement between the parties. 

6.4. Supplier shall not process/use any AVEVA Data for any purpose other than to provide the 
Software and/or Services to AVEVA in accordance with the Agreement. To the extent the AI 
System processes Personal Data, such processing shall also be governed by the Data 
Processing Agreement between the parties. 

6.5. Supplier shall not use AVEVA Data, Input or Output for training, retraining, or otherwise fine-
tuning, improving, enhancing or building any Supplier or third-party AI System or AI Model 
purposes.   

6.6. Supplier shall ensure AVEVA’s Data, Input and Output is segregated from the data of other 
customers of the Supplier or other third parties. 

 

7. Third Party AI Systems and / or AI Models  

7.1. Where the Supplier uses AI Systems and/ or AI Models supplied by third parties (“Third Party 
AI Providers”), Supplier must have all necessary licenses, permits, consents and approvals 
to employ or use the AI Systems and/or AI Models supplied by the Third-Party Provider. The 
Supplier will remain responsible for the acts and omissions of Third-Party AI Providers.  
Further, Supplier warrants that it has entered into binding agreements with each Third-Party 
AI Provider that impose restrictions on the use of AVEVA Data, Input and Output that are at 
least as protective as those set out in this Agreement and shall provide evidence of such 
restrictions to AVEVA on request. Supplier shall ensure that the terms and conditions in the 
Third-Party Provider agreement are compatible with the Use Case(s). 

7.2. In the event that Supplier wishes to change the AI System and/or AI Model provided by a Third 
Party AI Provider and/.or AVEVA determines, at its sole discretion, that the AI Systems and/or 
AI Models supplied by third parties do not meet its requirements or expectations, AVEVA 
reserves the right to terminate the Agreement, in whole or in part, upon written notice to the 
Supplier. Such termination shall be effective immediately upon receipt of the notice by the 
Supplier. AVEVA shall not be liable for any costs or damages incurred by the Supplier because 
of such termination. An AI System and/or AI Model may no longer meet AVEVA’s requirements 
if there is a change in (without limitation): (a) the processing location for AI inference or location 
of AVEVA Data at rest; (c) the type or scope of data processed; (d) the model architecture, 
training methodology, or version; or (e) any other matter that may affect accuracy, 
performance, risk classification, reputation or regulatory compliance 

8. AI Incident 

8.1. If AVEVA or Supplier becomes aware of any AI Incident, or if the AI System presents 
unforeseen risks, becomes non-compliant to the terms and conditions of this Agreement or 
does not comply with applicable AI Regulation, (i) either Party shall notify the other Party 
immediately; and (ii) Supplier shall (a) upon request by AVEVA, suspend the use of the related 
AI System immediately, (b) in case of non-conformity, provide AVEVA with a report explaining 
the non-conformity, within 24 hours, and promptly take any necessary corrective actions to 
bring that AI System into conformity within 15 days from first notification, or any other 
reasonable timeframe agreed upon in writing by the Parties. If the AI System cannot be brought 
into conformity by the Supplier within this timeframe, AVEVA may terminate the Agreement 
and/or any ordering document or statement of work. 
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8.2. For the avoidance of doubt, Supplier shall comply with any obligation to report AI Incidents to 
supervisory authorities it may have under the AI Regulations, in its capacity as AI Provider. 

9. Log Retention and Monitoring 

9.1. Supplier shall retain AVEVA Data, Input and Outputs for such period as requested by AVEVA.  

9.2. Supplier shall ensure that the AI System automatically generates and retains logs sufficient to 
enable AVEVA to monitor the AI System’s operation and use.  Supplier shall retain such logs 
for a minimum period of 6 months from the date of the relevant interaction (or such other period 
as agreed with AVEVA).  Supplier shall provide AVEVA with access to the logs in a structured, 
commonly used, and machine-readable format promptly on request. 

10. Audit 

10.1. In addition to any general audit rights under the Agreement, AVEVA shall have the right 
(directly or through an independent third-party auditor) to audit Supplier’s compliance with this 
Schedule. Supplier shall provide reasonable cooperation, access, and assistance in 
connection with any audit. 

11. Intellectual Property 

11.1. Supplier warrants that the use of AI Systems (including the AI Model, the Training Data 
used for the training thereof, and any Output generated by the AI Systems) will not infringe on 
any third-party intellectual property rights. The Supplier shall indemnify and hold AVEVA 
harmless against any claims, damages, or losses arising from such infringements  

11.2. All Input and Output shall be (a) the sole and exclusive property of AVEVA; and (b) 
confidential information belonging to AVEVA. No license is hereby granted to Supplier over 
the Input and Output, except as expressly agreed otherwise in this Agreement.  

11.3. Further, Supplier hereby irrevocably assigns to AVEVA all Intellectual Property Rights 
pertaining to the Output in accordance with the terms of this Agreement, and will take all steps 
necessary to effect such assignment, including signing any formal confirmatory act that would 
be required by AVEVA.   

12. Warranties 

12.1. In addition to any other warranties in this Agreement, Supplier represents and warrants 
that (a) the AI System will perform in accordance with the documentation, specifications, and 
performance benchmarks agreed and/or published; (b) Supplier shall monitor the performance 
and accuracy of the AI System on an ongoing basis and shall promptly notify AVEVA of any 
material degradation; (c ) where performance falls below specifications; it has the necessary 
expertise and resources to develop, operate, and maintain AI Systems safely and compliantly; 
(d) the AI System has been developed and tested in accordance with industry best practices 
for responsible AI, including testing for Bias, fairness, robustness, and security; (e ) the AI 
System does not incorporate known Bias; (f) Supplier has implemented appropriate AI 
governance, risk management, and quality management processes; (g) the AI System 
includes appropriate safeguards against adversarial attacks, data poisoning, model 
manipulation, and prompt injection (where applicable). 

13. Liability regime 

13.1. Without prejudice to the terms of this Agreement, Supplier shall be fully liable for any 
damages, losses, or claims arising from the use of the AI System by AVEVA, including but not 
limited to under any normal use and/or any malfunction, error, or unintended consequence 
resulting from the AI System, caused by a breach of Supplier’s obligations under this 
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Agreement and/or under the AI Regulations. Supplier shall also be liable for any and all liability 
that arises from Supplier’s use of AVEVA Data used in AI Systems.    

13.2. The AI System forms part of the Software and/or Services for all purposes, and Supplier 
shall not exclude, limit, or carve out the AI System (or any loss arising from the AI System or 
its Outputs) from the liability regime applying to the Software and/or Services 

13.3. Without prejudice to the above, the following matters shall not be subject to any cap on 
Supplier’s liability breach of Section 6; Supplier’s indemnification obligations for IP 
infringement; any liability arising from Supplier’s use of an Unacceptable Risk AI System 

14. Termination 

14.1. Without prejudice to any other termination rights, AVEVA may terminate this 
Agreement (or the affected Software/Services) immediately by written notice if (a) Supplier 
breaches Section 6; (b ) the AI System is classified as involving a prohibited practice under AI 
Regulations; (c ) a regulatory authority orders withdrawal, suspension, or cessation of the AI 
System. 

14.2. On expiry or termination for any reason, (a) Supplier shall permanently delete all 
AVEVA Data, Input, and Output from the AI System(s) within 30 days, including from logs, 
backups, and model components (to the extent technically feasible); (b) provide AVEVA with 
a written certificate of deletion signed by a duly authorised officer; (c ) at AVEVA’s request, 
export and deliver all Input, Output, configuration settings, custom prompts, and interaction 
history in a structured, machine-readable format within 30 days. 
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Appendix 1A - ADDITIONAL REQUIREMENTS FOR HIGH-RISK AI SYSTEMS (if applicable) 

This Schedule provides additional terms that apply to High-Risk AI Systems where applicable.  

In the event of a conflict, inconsistency or difference between this Schedule and other part of the 
Agreement, the terms of this Schedule shall control.  

The Parties agree that they intend to periodically review this Schedule and amend it as needed in order 
to address newly identified AI vulnerabilities, threats, features, and updates to relevant legal and 
regulatory frameworks (including any evolution of the AI Regulations). Each revision shall be 
documented, dated, and subject to version control. 

Supplier represents and warrants that the AI System meets all applicable legal requirements for such 
system, including (without limitation) those under the AI Regulations.  For illustration, Supplier shall (at 
minimum) implement appropriate risk management and data governance controls for such systems, 
ensure record-keeping, transparency and provision of information, human oversight, accuracy, 
robustness and cybersecurity, and shall maintain all technical documentation and other records needed 
to demonstrate such compliance. Supplier shall provide this documentation to AVEVA upon request.  

1. Instructions for use. Supplier’s instructions for use of the AI Systems under this Appendix 1A shall 
include at minimum the information set out in the EU AI Act. 
 

2. Documentation & Records. Supplier shall maintain and provide AVEVA with technical and other 
documentation about any used AI System, so that AVEVA can understand the capabilities and 
limitations of the AI System and comply with its own obligations. The documentation shall include 
(at minimum): 

 
(a) a general description of the underlying AI Model including hardware and software requirements, 

information on the architecture and number of parameters; modality (e.g. text, image); and 
information regarding any applicable licenses for the system and any incorporated models. 

 
(b) a description of the data elements, including format of the inputs and outputs and their 

maximum size (e.g. context window length, etc.); information on the data used for training, 
testing and validation, training time, and other relevant details related to the training; known or 
estimated energy consumption of the model or, if unknown, information about computational 
resources used. 
 

(c) design specifications of the system, including the general logic of the AI System and of the 
algorithms; the key design choices including the rationale and assumptions made. 
 

(d) an assessment of the human oversight measures needed, including an assessment of the 
technical measures needed to facilitate the interpretation of the outputs of AI Systems. 
 
Supplier shall keep the information available and up to date at minimum for the duration of 
provision of the relevant products and services. AVEVA may, at any time upon reasonable 
request, audit the AI System against the technical documentation to confirm that the AI System 
complies with the applicable requirements and the AI Regulations. 

 
3. Data governance. Data sets used by Supplier for training, validation and testing shall be subject 

to data governance and management practices appropriate for the purpose of the AI Systems. 
Supplier shall ensure that these data sets are relevant, sufficiently representative, non-
discriminatory, and to the best extent possible, free of errors or harmful Biases and complete in 
view of the intended purpose. Data sets shall have the appropriate statistical properties, including, 
where applicable, as regards the persons or groups of persons in relation to whom the AI System 
is intended to be used. Those characteristics of the data sets may be met at the level of individual 
data sets or at the level of a combination thereof. 
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4. Transparency  

(a) The AI System shall be designed so that their operation is sufficiently transparent to enable 
AVEVA, and other deployer(s) of the AI Systems, to interpret a system’s output and use it 
appropriately.  

(b) If the AI System is intended to interact directly with natural persons, it shall be designed so that 
the natural persons are informed that they are interacting with an AI System, unless this is 
obvious taking into account the circumstances and the context of use. 

(c) If the AI System generates synthetic audio, image, video or text content mark outputs in a 
machine-readable format, these outputs shall be detectable/marked as artificially generated or 
manipulated in a way that is effective, interoperable, robust and reliable as far as technically 
feasible; this requirement is not applicable to the extent the AI Systems perform an assistive 
function for standard editing or do not substantially alter the input data provided by AVEVA or 
the semantics thereof. 

5. Explainability 

(a) Upon request, Supplier shall explain how the AI System arrived at a particular decision or 
outcome. At the minimum, this assistance will include a clear indication of the key factors that 
led the AI System to arrive at a particular result and the changes to the input that must be made 
in order for it to arrive at a different outcome.  

(b) Where AI Systems are used to arrive at decisions or to facilitate decisions that significantly 
affect persons or group of persons, Supplier shall provide AVEVA with technical and other 
information required in order to explain how the AI System arrived at a particular decision or 
outcome and to offer the persons or group of persons on which the AI System is used the 
opportunity to verify the way in which the AI System arrived at that decision or outcome. 
Supplier hereby grants AVEVA the right to use, share and disclose this information (including 
the source code as indicated below), if and to the extent necessary to inform the persons or 
group of persons on which the AI System is used about the functioning of the AI System, or in 
any legal proceedings. 

(c) Where applicable and to the extent required to explain how the AI System arrived at a particular 
decision or outcome, technical and other information may also include the source code of the 
AI System, the technical specifications used in developing the AI System, the data sets, 
technical information on how the data sets used in developing the AI System were obtained 
and edited, information on the method of development used and the development process 
undertaken, substantiation of the choice for a particular model and its parameters, and 
information on the performance of the AI System.  

6. Accuracy, robustness and cybersecurity 

(a) The AI System shall achieve an appropriate level of accuracy, robustness, and cybersecurity, 
and shall perform consistently in those respects throughout the AI Lifecycle. The AI System 
shall meet the service levels agreed, which shall include at least firm commitments as to the AI 
System’s processing speed, error rate, bias mitigation measures, availability, support and 
incident resolution. 

(b) Supplier shall employ technical and organizational measures to help ensure that AI Systems 
are resilient regarding errors, faults or inconsistencies that may occur within the system or the 
environment in which the system operates, in particular due to their interaction with natural 
persons or other systems. Robustness may be achieved through technical redundancy 
solutions, which may include backup or fail-safe plans. 

(c) Cybersecurity requirements are more fully described in the agreed Cybersecurity standards. 
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7. AI System components, change tracking, roll-back and customization 

(a) In cases where AI Systems go through iterations, Supplier shall track modifications, 
updates and enhancements made to the AI System over time, e.g. through change logs, 
release notes and documentation that will report why certain modifications were 
implemented and how the changes affect the AI System behavior, performance or output. 

(b) Supplier will clearly disclose whether and for how long it is possible to continue providing 
and supporting an iteration of the AI System(s) approved and validated by AVEVA.  

(c) Supplier will retain the ability to roll back and continue providing and supporting a prior 
iteration of the AI System(s), approved and validated by AVEVA. This includes maintaining 
version control and documentation to ensure that any prior versions can be reinstated 
promptly and accurately if required. 

(d) Supplier will clearly disclose whether it is possible to customize an AI System by allowing 
weight modifications. 

 
 


