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Introduction
For industrial companies, new technology capabilities are creating AT A GANE

opportunities to improve product and service experiences for customers

increasehe efficiencyof operations. These Industry 4.0 initiatively on KEY TAKEAWAYS
interconnectivity automation, machialeaming, and » Reliable, reatime operatiors data is vital
reaHime datato create value through datdriven decision making that to Industry 4.0 use caséisat create new

crosses organizational silos and yields new visibility into assets and proc¢  value

» Sharing tusted dcatawith keyenterprise

Industrial control systems amgberatingassets create immense @amts of | stakeholders anécosystem partners

disparatedata,andwith the increasing focus on Industry 4j@portunities maximizes mutual value creation and

it is important for industrial companies kave the infrastructure in place t¢ ~ €nablesnew operatingand service

harvestand usehisdata. According to IDE2020Norldwide IT/OT models

ConvergencBurveyroughly 50% of companies surveyed expect their »Integrated edgeto-cloud data platforms
} harvestdata from diverse control systems

operational data to grow by 15% or more over 12 months. Industry 4.0 and remote assets ansecurelyshare with

requiresthat companies effectively manageralevant operationslataas usersoutside operationgo expand

well asensurethe securityof that dataandefficientlyuse it to create value |  business impact

across a wide range of use cases Figure 1)

FIGURE: Industry 4.0 Continuum of Capabilities
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Complicatingnattersis thatmany criticalise cases requithat time seriegdata streams from operati@ftechnology (OT)
systems banalyzed alongith nonoperationslatamanaged bgorporatel T.Enterprisdevelanalystanddecision makers
therefore, needsecure and controlled accessiomainspecific operations data tealize the full shared value asg

use casesuch apredictive maintenancantelligentsupply chains, and remote monitoring and diagnostics.

The dual requirements to suppadattime decisionrmakingandextend secure data access to new roles and systems
demandthat users havéhe ability to viewanalyze, and act arontextualizesbperatiorsdataboth at the edge and in the
cloud.It can be said that in industrial operations, an enterprise cannot have a cloud strategy without an edge strategy.
Integratededgeto-cloud data platforms are critical to enabling seamless and synchronous operational datéoaccess
authorized users wherever they are locateut for the different roles anelcosystenpartners now requiring it.

Advancing Industry 4.0 withedgeto-CloudData Platforms

Historically industrial organizations have primarily gathered information on thggrationsin onpremisesdata
managemensystems that allow for daiaccess primarily dgcalengineers and plant managers. ThesgremisesOT
sysemswere designed toneet the securitylow-latency, and reliability requirements of operatiokith increasing
digitalization of operating assetspwindustrial Internet of Thing#i@T) technologiesthe growth of data science, and
predictive modelindpased on digital twinghe value of operations data hagpandedar beyond local operations

Industrialcompanies are now adoptinglgetechnologesto collect data outside the primary control netwdrkm lloT
devices oremote sitesThis datasupplies criticahformationthat can be usetb increase asset efficiency aedsure
operating safty. Cloud technologsallowoperationsdatato bemore holistically analyzed and democratizedvell as
support data sharing witpreviouslysioed applications and stakeholdergtside operations

IT/OT convergenagill be required to fully embrace Industry 4.0 opportunities. ITnedid to confer with OT on the best
wayto share operations data more widely whileintainingoperational secuty, criticaldatacontext andreattime
accessor engineers and operatordany use cases will requioperationsdata beintegrated intoenterprise business
systemdo drive decision making outside tk&l environmentwhere equally strategidecisions must be made in real
time. Secure and controlledath access, therefore, must extend acriogsrnal functionatoles as well as outside the
organizatiorwith trusted partnersimportantly, the integrity andwnershipof the data must be maintagd to ensure
operations continuity and resilience. An integrated, etigeloud data platform lets companies realize ttadueof data
sharingfor use casesuch apredictive maintenancentelligentsupply chains, and remote monitoring and diagnostics.

With the capabiliies and opportunities Industry 4.0new stakeholders and operating models emgerging:

» Remoteengineers Asset management encompasses the top set of use cases for the application of new
technologies. According to IDC survey data, treeage cost of asset downtime for industrial companies is over
$125,000 per hour. Many companies are pursuing these use cases through remote monitoring and diagnostic
groupsthat deploy remote engineers and IT professionals to build, manage, and masitbmaodels and
analytics. Bulor remote engineerto take advantage of the efficiency of this approach to asset monitoring,
performance data must be secure, reliable, and accessible.
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» Business anafits anddata scientists Artificialintelligence Al-powered predictive models for drawing insights from
operatiorsdata is a new discipline for most industrial companies. Previously, insights relied on the subject matter
expertise of experienced engineers and operators. lWagmess anadys anddata scientists are merging data from
operationswith business applicatiors generate unigue insights in an automated fashion. These converged data
models are most practical to build and execute in the ¢loutthe resultsnustbe delivered to locangineers and
assebperatorsfor implementation

» Enterprisedecisionmakers Another key opportunityn Industry 4.0 is being able to more directly connect
business planning and product/service development teastisoperationsdata Thishelpsindustrial companies
develop the insight they need to optimize existing processes, products, and services or move into entirely new
business models or markdiased orconnected product strategies.

» Partners anduppliers Operations data also benefits a compargcosystem of partner8s an extension of éh
intelligert supply chain, technology partners, materials suppliers, and channel partners are all becoming more
tightly integrated intandustrialoperating models. Thigictionlessexchange of salient data to suppefficient
collaborationis the corollary enabler or keybottleneck if done poorlyt to the success of these initiatives.

In each of these instances, data from a variety of sources must interact with and be aimaigmddm withdata from
operations. Yet the applications and sources of these dataeeeogeneous in naturgoresenting distinct challenges
Based on the existing architecture and application landscape, sensitivity of the workload, and utilization and compute
requirementsjndustrialapplications and data sources will continueiist ina highly diversenvironmentwhere

vendor neutrality and interoperability will be key to achieving the organiZatanjectivegsee Figure 2Jo ensure

secure frictionlessaccess t@peratiorsdata requiresanedgeto-cloud data platform thatan meethe data where it

lives andmake it availabléo the new host of applications and stakeholders requiring it.

HGURR: Operations Data Exists Across a Diverse Environment
Q Where will the majority of new operational data be stored and processed?

Or-premises enerprse orcpertonal
infrastructure (server room)
Onsite within the operaﬁonal Setﬁng (On a _
device or edge server)
In the cloud (public or private offsite) [ NN

Don'tknow |
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n=1014
Source:DCsWorldwide IT/OT Convergence Survey, 2020
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Contextls Key

In addition to offeringcommon plumbingto reachexperts iOT environments,
in IT environments, anak third-party service providersata platforms must For industrial organization:
preserve the context aperationsdata to ensure it is valuable as a resource. having a Comprehensive
Operations are moving toward more standardization and governance in data :

. ; . ; gperations data
tagging practices, yet even with common tagging nomenclature, the real conte

of where anchow an asset jserforminglies in the modeland frameworks management strategy IS
createdby engineers and operatarsith subject matter expertiséhisiswhy ~ Key to achieving the
preservinghe metadata and various data tags and moiassential as promise of Industry 4.0 an
companies expand data usage to users outside operations unlockin g operati ons

IDC has observed many organézatistrugghgto realizevalue from lloT pilots  insights anefficiencies.

and analytics programs due to uncontextualized streaming data. In discussions

with these companies, thénandoff' of the data from OT systems into the IT

environmentand wider enterprisés where the context and valaeelost. Therefore, the critical opportunity for companies
isto preserve this context and use a common data platfarcollectfrom the operatiorsedge aggregate with

onpremises plant data, and extend data access t@atiyrized user inside or outside the company, from any location
Given the central role that operations data playadhieving the benefits of Industry 4d@mpaniecannot afford tdag
behind their peers iensuring a smoothandoff fromOT to IBystems

Benefits

Forindustrialorganizationshaving a&omprehensiveperatiorsdatamanagement strategig key to achievintpe

promiseof Industry 4.@Gnd unlocking operations insights and efficien@desintegrated edgé#o-cloud datgplatform
providesthe ability to gather and analyze performance data beyond the primary control network, aggregate data acrc
the organizationandgivenew userslataaccess to increase operational insight and efficiedogoperations experts
getacces tonearreaktime data with meaningful context itheir tools of choice allowing these experts tconduct

more accuratendmeaningfulanalyssmore quickly In addition, this approach allows organizations to leverage a single
architecture to manage @gations data onsite and enterprisewide, which can then be secextinded topartners
minimizing integration costs arsgcurity risks

Due tothe complexnatureof the equipment and systemssedin industrialcompaniesassetsare often maintained by
the original equipment manufacturer (OEM) dhed-party service provider witbniqueinsight on the assetsorthese
organizationsan integrated edgéo-cloudarchitectureprovidesthe ability tosecurelyaccessheir clients aggregated,
reaHime operations datérom their own locationThe operational insighthey derive lets thendevelopcustomized
services thatleliverdifferentiated value and improve theientexperienceSich services(ich asemote monitoring
and diagnostics) benefitdustrial companieby increasingiptime, reliability operating efficiencyand safetyln addition
to these benefitsDEMshat monitor their own equipment can gather valuable data to help them improve future
versions of thosempducts.
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Consideringhe Pl System

OSilsoftnow part of AVEVAsa providerof operationsdata managemersoftware Theflagship PI System was
introducedin the 1980s with the vision taxgpowerengineergo drive operational excellend®y providing drusted
system of record for operati@uata Over time, the Pl System has evolved to enable data capture and access from
remote locations and data sharing with authorized users outside operatiodayover 20,000 industrial sites 146
countriesusethe PI System to maldata-drivenoperationsdecisionsin March 2021, OSlsoft was acquired by AVEVA
Group, a global provider of industrial software.

The fullyintegrated PI System produgtite is vendoneutral and offers hundreds of reatty-use options for collecting
time series data directly from control systems, operating assets, and senseoseroductprovideon-premises data
storage andpplycontextualzation,performstreaming calculations, amdakeenriched data available to visualization
tools. Pl Edge products capture and provide access to operations data in remote enviroAmeéRsClougbroducts
offer additional flexibility to PI System usgparticularlythroughOSlIsofCloud Services (OSsubscriptiorbased,
cloudnative data storage argharingplatform. OCS lets organizations unify operations datesa@alistributed
environment and provides secure, browssased access to authorized users inside or outside the company.

Challengedor the PI System

While competition from other industrial technology comparties beerpresent the PI Systensdifferentiatedby its
ability tocollect timeseries data frona broad variety of industrial systermsdcontextualizeanddeliverthat data tothe
tools, applications, and platforms companies usantmitor and analyztheir operations

Today, however, the competitive environméoit managing operations dalas expanded to includdoud service
providers and companies previoudgused on IT data managemerihis shift in the competitive landscape has
happened because IT organizations are getting more involved in the archifectQ® data managemeritis

important forAVEVA0 educate the marketespecially enterprise IT tearakoutthe potentialadvantages of extending
access tmew userghrough theintegrated edgeo-cloudPl Systenrather than

handng dataoff to another platform that could result in loss of data context or

meaning Whilethe PI System caters to operations professionals solving problems irl mportant data

real time, the same platform cdoe evaluatedo meetthe needsof data specialists context can be

and other roleslriving Industry 4.0. preser\/ed by
Sharing dataacross droader ecosysteraffers many benefits andt the same time,  |€Veraging a
raisescertainsecurity and privacy conceméhin organizationsTo meet this common data

challengeAVEVAhouldsupportcustomers angbartners in a couplef ways: first, by p| atform across
ensuring the security architectua their edgeto-cloud platformcan be well stakeholders and
understood and ®cond by providing case studies that demonstrtite valueof

sharing dataacross company boundarisachieve the benefits of Industry 4.0 envwc_mments_,
enabling confident
Conclusion use of this data for i

In summary, Industry 4.0 transformation astata-drivendecision makingely on the variety of use cases
availability osecure and contextualized operatsntatafor expertsin both operations
and nonroperations functiongOrganizations create and maximize business value
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through the secure, frictionless movement of data and context from the operational endpoints tivbgere

generated to the data science platforms and enterprise applications wieata and contexdupport new use cases

and datadriven decision makings ina game of telephone, the meaning of operasoiatacan bdost along the way.
Important datacontext can be preserved by leveraging a common data platform across stakeholders and environme!
enabling confident use of this data for a variety of use cdsehis way, an integrated, edge-cloud data management
platform can become the foundation to achieve industrial transformation and reach Industry 4.0 goals.
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The PI System: Edge-Goud OperationsData Management

The worlds most essential and complex industries rely on OSlsoft, now part of AVEVA, to manage the lifebloor
industrial enterprise: operations data. Timarketleading Pl System provides edgecloud operations data
managemento help organizations meet negeneration demands for efficiency, reliability, secustystainability
and resilience. Thel System is the proven system of record for operatiottical sectors such as power generatio
andutilities, water, oil and gas, mining, metals, manufacturing, pharmaceuticals, facilities, transportation, food &
beverage, and moré&very day, industrial professionals around the globe rely on the Pl System to improve
performance, protect health andtety, keep the lights on, and make the world run more smoothly.

Learn why the world industrial organizations choadbe Pl System atww.osisoft.com
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