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Overview

In January 2016, Russian Security Researchers published a list of SCADA system default Administrator
credentials at GitHub that includes the Wonderware products InTouch, Historian, and ArchestrA System
Platform. The Security Researchers did not contact Wonderware|Schneider Electric in advance of the
posting and we are issuing a Security Advisory to all customers to follow our recommended security best
practices.

The rating is Medium.

Recommendations

The Wonderware products InTouch, Historian, and ArchestrA System Platform all provide administration
utilities to change any default Administrator account credentials. We strongly encourage customers to
change any default Administrator account credentials as instructed in the products’ end user
documentation and administrator guides.

Additionally, we strongly encourage you to download and review the Wonderware Guide to Securing
Industrial Control Systems. This is a security best practices guide for securing your system from potential
threats.

Other Information
Support

For information on how to reach Schneider Electric support for your product, refer to this link:
Schneider Electric Software Global Customer Support. If you discover errors or omissions in this
Advisory, please report the finding to support.

Wonderware Cyber Security Updates

For information and useful links related to security updates, please visit the Cyber Security
Updates site.
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https://gcsresource.invensys.com/support/docs/_SecurityBulletins/WWSecGd041707_External.pdf
https://gcsresource.invensys.com/support/docs/_SecurityBulletins/WWSecGd041707_External.pdf
http://softwaresupport.invensys.com/
https://softwaresupportsp.invensys.com/Pages/securitycentral.aspx
https://softwaresupportsp.invensys.com/Pages/securitycentral.aspx
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Cyber Security Standards and Best Practices

For information regarding how to secure Industrial Control Systems operating in a Microsoft
Windows environment, please reference the Wonderware Securing Industrial Control Systems
Guide.

Wonderware Security Central

For the latest security information and events, visit Security Central. (Note that this site requires a
login account.).

Disclaimer

THE INFORMATION PROVIDED HEREIN IS PROVIDED “AS-IS” AND WITHOUT WARRANTY
OF ANY KIND. SCHNEIDER ELECTRIC AND ITS AFFILIATES, PARENT AND SUBSIDIARIES
(COLLECTIVELY, “SCHNEIDER ELECTRIC”) DISCLAIM ALL WARRANTIES, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. NO ORAL OR
WRITTEN INFORMATION OR ADVICE GIVEN BY SCHNEIDER ELECTRIC, ITS DEALERS,
DISTRIBUTORS, AGENTS OR EMPLOYEES WILL CREATE A WARRANTY AND CUSTOMER
MAY NOT RELY ON ANY SUCH INFORMATION OR ADVICE.

SCHNEIDER ELECTRIC DOES NOT WARRANT THAT THE SOFTWARE WILL MEET
CUSTOMER'’S REQUIREMENTS, THAT THE SOFTWARE WILL OPERATE IN
COMBINATIONS OTHER THAN AS SPECIFIED IN SCHNEIDER ELECTRIC’S
DOCUMENTATION OR THAT THE OPERATION OF THE SOFTWARE WILL BE
UNINTERRUPTED OR ERROR-FREE.

IN NO EVENT WILL SCHNEIDER ELECTRIC OR ITS SUPPLIERS, DEALERS,
DISTRIBUTORS, AGENTS OR EMPLOYEES BE LIABLE FOR ANY INDIRECT, INCIDENTAL,
SPECIAL, PUNITIVE OR CONSEQUENTIAL DAMAGES, OR DAMAGES FOR LOSS OF
PROFITS, REVENUE, DATA OR USE, INCURRED BY CUSTOMER OR ANY THIRD PARTY,
WHETHER IN AN ACTION IN CONTRACT OR TORT, EVEN IF SCHNEIDER ELECTRIC HAS
BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. SCHNEIDER ELECTRIC’S
LIABILITY FOR DAMAGES AND EXPENSES HEREUNDER OR RELATING HERETO
(WHETHER IN AN ACTION IN CONTRACT, TORT OR OTHERWISE) WILL IN NO EVENT
EXCEED THE AMOUNT OF FIVE HUNDRED DOLLARS ($500 USD).
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